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Abstract
Introduction and Objective. While the qualitative information about bacterial and fungal pollution of automated teller 
machine (ATM) surfaces is available in the scientific literature, there are practically no studies precisely quantifying this type 
of contamination. Regarding viruses, such data in relation to ATM surfaces are not available at all. �  
Materials and method. The quantitative and qualitative control of adeno- and coronaviruses, including SARS-CoV-2 (based 
on qPCR/RT-qPCR and v-qPCR/v-RT-qPCR), bacterial and fungal contaminants (based on morphological and biochemical 
characteristics followed by PCR/RAPD typing) deposited on internal and external ATM surfaces (swab sampling), as well as 
present in the air of premises housing the ATM machines (inertial impaction sampling) belonging to the network of one of 
the largest Polish banks was performed. �  
Results. As the air of premises housing ATMs was relatively clean, the internal (i.e. safe boxes and cash dispenser tracks) and 
external (i.e. touch screens and keypads) ATM surfaces were heavily polluted, reaching 599 CFU/cm2, 522 CFU/cm2, 17288 
gc/cm2 and 2512 gc/cm2 for bacterial, fungal, coronaviral and adenoviral contaminants, respectively. The application of 
propidium monoazide (PMA) dye pretreatment for v-qPCR/v-RT-qPCR allows detection of the potentially infectious SARS-
CoV-2 and adenoviral particulates on ATM surfaces. �  
Conclusions. The packaged banknotes and people involved in their distribution, as well as general population using 
ATMs, can be the sources of this type of contamination and its potential victims. Highly efficient hygienic measures should 
be introduced to prevent unwanted pollution of both the distributed means of payment and ATM surfaces, and to avoid 
subsequent dissemination of microbial contaminants.
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INTRODUCTION

An Automated Teller Machine (ATM) is a computerized device 
the appearance of which and subsequent popularization has 
revolutionized the field of banking and changed the way 
different financial institutions interact with their customers. 
The ATM idea was created in 1939 by the Turkish-born 
American inventor Luther G. Simjian as a ‘hole-in-the-wall 
machine’ that would allow bank customers to make financial 
transactions. The first ATM prototype called a ‘bankograph’ 
appeared 21 years later, and since that moment, the idea of such 
self-service banking has been constantly growing. According 
to Retail Banking Research, as of 2020 there were 3.9 million 
ATMs across the globe. In most established markets, the 
number of ATMs continues to increase, indicating that, 
despite the challenge posed by alternative payment methods, 
such as contactless cards and mobile payments, the use of 
cash remains resilient [1]. Today, ATMs allow bank customers 
to check their account balances, withdraw or deposit cash, 
move funds between accounts, exchange currency, and print 
a statement of account transactions, making such financial 
services available twenty-four hours a day, seven days a week.

Cash remains the preferred means of payment in number 
terms for day-to-day purchases [2]. If the means of payment 
are microbiologically contaminated, then these contaminants 
can also be deposited on banknote counting, sorting and 
paying machines, thus creating real health risks for people 
who professionally handle and refill the ATMs, or use them 
as regular customers.

The hitherto obtained data reveal that frequently touched 
ATM surfaces are microbiologically contaminated and 
the microbiota present can be qualitatively very diverse. 
Researchers from Europe [3, 4], North America [5], South 
America [6], Africa [7, 8], and Asia [9, 10, 11] most often isolated 
the following microorganisms from the ATM surfaces: from 
among bacteria – Staphylococcus aureus, S. epidermidis, Bacillus 
subtilis, B. cereus, Acinetobacter junii, A. baumannii, Neisseria 
macacae, Escherichia coli, Pseudomonas aeruginosa, Klebsiella 
pneumoniae, K.  edwardsii, Proteus vulgaris, P.  mirabilis, 
Morganella morganii, Salmonella typhimurium, Shigella 
dysenteriae, Serratia spp., Micrococcus spp., Enterococcus 
faecalis, E.  cecorum, Streptococcus spp., Enterobacter spp., 
Citrobacter spp., Listeria monocytogenes, and L.  innocua; 
out of fungi, the species from Candida (including C. krusei, 
C. glabrata, C. tropicalis, C. albicans), Rhodotorula, Geotrichum, 
Aspergillus (A. niger), Penicillium, Mucor, Rhizopus, Fusarium, 
Acremonium, Alternaria, Cladophialophora, Cladosporium, 
Cuninghamella, Curvularia, Drechslera, Scopulariopsis, and 
Trichoderma genera.
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In the scientific literature, there are numerous studies 
devoted to the quantitative and qualitative assessment of 
microbial contamination of banknotes and coins. Evidence 
of such pollution has already been presented by researchers 
from all continents. Microbial contamination may affect 
up to 100% of the means of payment in circulation [12, 13, 
14]. In extreme cases, the degree of contamination may 
reach 109 colony-forming units (CFU) per one banknote [15]. 
While the qualitative information about currency pollution 
is available, knowledge about the hygienic conditions of its 
packaging or distribution is practically unavailable in the 
scientific literature [16]. With regard to the bacterial and 
fungal pollution of ATMs, there are practically no studies 
precisely quantifying this type of contamination. With 
reference to the qualitative and quantitative identification 
of health threats caused by viruses, such data in relation to 
ATM surfaces having contact with means of payment are not 
available at all in the global literature on the subject. Hence, 
the aim of this study was to fill this gap by assessing viral, 
bacterial, and fungal contaminations of internal and (the 
most frequently touched) external ATM surface, as well as 
the air pollution in premises with ATMs.

MATERIALS AND METHODS

Sampling sites and sample types. The 28 studied ATMs 
belonged to branches of the network of one of the largest 
Polish banks. All of them were located in urban areas in four 
cities with a population of around 20,000 and two cities with 
a population of over 700,000 in two provinces (in southern 
and central Poland). Together these two provinces constitute 
16% of the area of Poland, with urbanization rates of 48% 
and 64%, respectively, and the shares of agricultural land 
in relation to the entire area of the provinces – 45% and 
55%, respectively. Regarding their demographics profiles, 
both provinces are ethnically homogeneous with a 96.7% 
‘Caucasian’ population.

All studied rooms housing the ATM machines were 
naturally ventilated. Their cubic capacities ranged from 
15  m3 – 40  m3. In none of the examined premises, both 
the history and current visible signs of moisture damages 
indicating hidden microbial growth, were noted. During 
the measurements, only the person performing the sampling 
was present in the studied rooms and, due to COVID-19 
pandemic restrictions, this person was wearing rubber gloves 
and a face mask to cover the nose and mouth. The control 
of microbiological pollution was performed through the 
quantitative and qualitative analyzes of viral (adenoviruses, 
AdVs, and coronaviruses, CoVs, including SARS-CoV-2), 
bacterial, and fungal contaminants present in dust settled 
on internal and external ATM surfaces, as well as suspended 
in the air of the premises housing the ATM machines. All 28 
ATMs were tested for bacterial and fungal contamination. 
Among them, 14 machines allowed bank customers not 
only to withdraw but also to deposit money, and those were 
additionally tested for viral pollution.

Surface sampling. The surface samples were always collected 
by swabbing. The settled dust was gathered from internal 
(i.e. safe boxes and cash dispenser tracks having direct 
contact with banknotes), and external (the most frequently 
touched parts, i.e. touch screens and keypads) surfaces of 

ATMs using a sterile square-shaped (10 × 10 cm) template 
(COPAN Diagnostics, Murrieta, USA). For quantitative and 
qualitative assessment of corona- and adenoviruses, the 
samples were taken with sterile polyester fibre-tipped swabs 
prewetted in universal ViCUM® liquid transport medium 
formulated with a solution of balanced salts, bovine serum 
albumin, HEPES buffer, antibiotics (vancomycin) and 
antifungals (amphotericin B) (Deltaswab PurFlock Ultra 
ViCUM; Deltalab, Barcelona, Spain), which ensures the most 
effective recovery of viruses from nonporous fomites [17]. 
After sampling, the swabs were placed in test tubes filled 
with ViCUM® medium and glass beads and immediately 
(i.e. on the same day) transported (in a vertical position 
in a thermo container at 4 °C) to the laboratory for further 
analysis. In total, 14 coronaviral and 14 adenoviral samples 
from ATM surfaces were collected. Each sample was analyzed 
in duplicate.

In turn, for quantitative and qualitative analyzes of bacteria 
and fungi, samples were collected using sterile nylon flocked 
applicator (eSwabÔ; Copan Italia S.p.A., Brescia, Italy), 
subsequently immersed in Amies liquid and immediately 
transported (as described above) to the laboratory for further 
analysis. In total, 28 bacterial and 28 fungal samples were 
collected from ATM surfaces. Also in this case, each sample 
was analyzed in duplicate.

Upon arrival at the laboratory, all samples were processed 
immediately or (if the return from field measurements 
occurred in the evening or at night) placed in a refrigerator 
at 4 °C until the next day [18, 19]. The samples were always 
processed not later than 24 hours from the moment of their 
collection.

Laboratory elaboration of viral surface samples. The shafts 
were cut off from the swabs and the remaining polyester 
fibre-tips with collected dust were vortexed thoroughly 
using a programmable rotator-mixer (Multi RS-60, Biosan, 
Riga, Latvia) at 800 rpm for 30 min at room temperature. 
The obtained suspensions were then concentrated using 
Amicon® Ultra-15 with 30 KDa cutoffs (Merck Millipore Ltd., 
Livingstone,UK) at 3,200 × g for 20 min at 4 °C to the final 
volume of 400 μl. All processed samples were subsequently 
divided into two equal aliquots (200  µl). The first was 
intended for direct viral DNA/RNA extraction, the second 
for PMA dye pretreatment allowing detection of potentially 
infectious viral particles. According to Hong et al. [20], the 
PMA pretreatment combined with RT-PCR can discriminate 
between intact and damaged SARS-CoV-2 viral particles; 
this method is comparable to the gold standard plaque 
assay. Therefore, the samples were treated with PMAxx™ 
Dye (20 mM in H2O; Biotium, Inc., Hayward, USA) for a 
final concentration of 60 µM [21]. Tubes were gently mixed 
by inverting several times and then incubated in the dark for 
15 min at room temperature, rotated at 200 rpm. The treated 
samples were exposed to 40 W LED light with a wavelength 
of 460 nm for 15 min using a photo-activation system (PMA-
Lite™ LED Photolysis Device; Biotum, Inc.).

Extraction of viral DNA/RNA from both the treated (200 
μl) and untreated (200 μl) aliquots was carried out with 
Kogene Power Prep Viral DNA/RNA Extraction Kit CE-
IVD (Kogene Biotech, Seoul, South Korea), according to 
the manufacturer’s instructions, to produce a final volume 
of 30 μl. Obtained RNA/DNA samples were stored at −80 °C 
until further analysis.
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Quantitative PCR/Reverse-Transcription quantitative PCR 
(qPCR/RT-qPCR) and viability quantitative PCR/viability 
Reverse-Transcription quantitative PCR (v-qPCR/v-RT-
qPCR) assays were applied to confirm the presence of and 
quantify the abundance of viruses in the surface samples 
[22, 23]. Both qPCR/v-qPCR (for DNA viruses, i.e. AdVs) 
and RT-qPCR/v-RT-qPCR (for RNA viruses, i.e. CoVs), 
were performed using CFX96 real-time PCR thermocycler 
(Bio-Rad, Hercules, USA). The detection of AdVs and CoVs 
(SARS-CoV-2 and/or presumptive SARS-CoV-2, or other 
coronaviruses) were carried out with Adenovirus and 
SARS-CoV-2 VIASURE Real Time PCR Detection Kits 
(both: CerTest Biotec S.L., Zaragoza, Spain), respectively, 
according to procedures recommended by the manufacturer. 
The target genes employed for PCR-based detection and 
identification of viruses represent conserved regions with 
the hexon gene for AdVs and the ORF1ab and N genes for 
SARS-CoV-2. The VIASURE Real Time PCR Detection Kits 
utilize 8-well strips containing all the components necessary 
for the assay. In line with the EMMI guidelines [24], the 
key analytical data on the methods used and their control 
are given below. Each reaction mixture (20 μl) contained 5 
μl of DNA/RNA sample, specific primers/probes, dNTPs, 
polymerase, and -in case of CoVs- retrotranscriptase, in a 
stabilized format, as well as an internal control to monitor 
PCR inhibition (IC), all reconstituted in 15 μl rehydration 
buffer. Reverse transcription for CoVs was carried out in 
a one-step procedure. AdV DNA target (hexon gene) was 
amplified and detected in the FAM channel and the internal 
control (IC) in HEX channel. In the case of CoV, the ORF1ab 
gene was amplified and detected in the FAM channel, N 
gene in ROX channel, and internal control (IC) in the HEX 
channel.

The cycling conditions for AdVs were as follows: polymerase 
activation at 95 °C for 2 min, then 45 cycles of denaturation 
at 95 °C for 10 s, and annealing at 60 °C for 50 s. In the case 
of CoVs, the reverse transcription at 45 °C for 15 min was 
followed by initial denaturation at 95 °C for 2 min, then 45 
cycles of denaturation at 95 °C for 10 s, and annealing at 60 °C 
for 50 s. Both negative and positive controls, purchased from 
CerTest Biotec S.L., were included in each run. According to 
the manufacturer, the applied PCR kits have a detection limit 
of ≥ 10 RNA/DNA copies per reaction. In total, 14 treated 
and 14 untreated adenoviral, as well as 14 treated and 14 
untreated coronaviral samples, were analyzed in duplicates. 
No inhibited samples were found.

All qPCR/RT-qPCR and v-qPCR/v-RT-qPCR data were 
collected and quantification cycles (Cq) were calculated 
using CFX96 manager software (Bio-Rad). A sample was 
considered positive when the obtained Cq value was below 
40; internal (IC) and positive controls showed that the 
amplification signals and negative control did not reveal such 
a signal. In the case of SARS-CoV-2, if only the N gene target 
was positive, the interpretation was ‘presumably positive for 
SARS-CoV-2’, and the differentiation of SARS-CoV-2 from 
other coronaviruses, including animal varieties, requires 
further analysis. Quantification analyses were performed 
based on standard curves, obtained by amplification of 
positive control 10-fold dilutions (standard from 1 × 100 to 
1 × 105 gene copies/µl), and log RNA/DNA copies were plotted 
against the Cq value. All tested samples showed amplification 
signal for internal control (IC). Based on each standard 
curve, the amplification efficiencies, E = 10–1/S – 1 (where 

S is the slope of linear regression curve) were as follows:  
EAdV hexon = 1.03 (S = –3.26, r2 = 0.994, y – int = 42.63), ECoV 

ORF1ab = 0.90 (S = –3.58, r2 = 0.994, y – int = 38.17), and ECoV N 
= 1.03 (S = –3.25, r2 = 0.993, y – int = 40.82).

To minimize potential contamination, all analytical steps 
were performed in separate rooms, including RNA/DNA 
isolation, preparation of reagents, sample preparation, and 
amplification. All analyzes were carried out using only sterile 
RNase/DNase-free filter pipette tips. The obtained results 
were expressed as the number of viral genome copies per 
100 cm2 of tested surfaces (gc/100 cm2).

Air sampling. Bacterial and fungal particulates were 
gathered by applying inertial impaction. This technique 
uses a rapid change of air direction and the principle of 
inertia to separate solid particles from the air stream. Its 
most important advantage is the ability to simultaneously 
determine two key parameters of the aerosol, i.e. size and 
composition. Viable (understood in this study as culturable) 
bioaerosol samples were taken using a six-stage Andersen 
impactor (model WES-710, Westech Instrument, Upper 
Stondon, UK) at a flow rate of 28.3  l/min and at a height 
of 1–1.5  m above the floor level to simulate aspiration 
from the human breathing zone. At the beginning of each 
measurement cycle, bacterial aerosol was collected on blood 
trypticase soy agar (TSA 43001, bioMérieux, Marcy l’Etoile, 
France) and, after impactor reloading, fungi were aspirated 
on malt extract agar (MEA, Oxoid Ltd., Basingstoke, UK). 
Taking into account the limitations of Andersen impactor 
sampling (e.g. desiccation of agar surface, particle bounce 
and subsequent reaerosolization, friction during the passage 
of particles through the sampler, etc.) [25] and the expected 
bioaerosol concentrations in the tested premises [16], the 
sampling time was 5 min for both bacterial and fungal 
aerosols. Their concentrations were expressed as colony 
forming units in 1 m3 of sampled air (CFU/m3).

Laboratory elaboration of bacterial and fungal surface 
and air samples. After surface sampling, in order to extract 
the collected microorganisms, the nylon flocked swabs were 
vortexed for 10 min using a programmable rotator-mixer 
(model Multi RS-60, Biosan, Riga, Latvia) in 5 ml distilled 
water. The spread plate method was applied, where 0.2 ml 
of the resulting suspension was spread evenly over the same 
media as used for bioaerosol sampling.

All impactor and settled dust samples were then incubated 
at the temperature of: bacteria – one day at 37 °C, followed 
by three days at 22 °C and three days at 4 °C (the extended 
incubation for bacteria allowed development of slow-
growing strains at low temperatures); fungi – four days at 
30 °C followed by four days at 22 °C [26]. After incubation, 
the viable microbial concentrations in the air and dust 
were calculated as colony forming units per 1 m3 (CFU/m3) 
and per 1 cm2 (CFU/cm2), respectively. Bacterial and yeast 
strains were identified by Gram staining (111885 Gram-
color stain set, Merck KGaA, Darmstadt, Germany) [27], 
their morphology, and finally, by the biochemical API tests 
(bioMérieux). Filamentous fungi were identified according 
to their morphology using several identification keys [28, 
29, 30, 31, 32]. The pathogens and species less frequently 
isolated in a non-occupational indoor environment were 
additionally analyzed by molecular methods (polymerase 
chain reaction (PCR) followed by random amplification of 
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polymorphic DNA-RAPD typing). In total, 8 (including one 
pathogenic) bacterial and nine (including five pathogenic) 
fungal species were analyzed in that way. DNA was isolated 
from pure bacterial/fungal cultures grown on TSA/MEA 
plates using QIAmp DNA (Qiagen, Hilden, Germany) or 
Fungi DNA (Syngen Biotech, Wrocław, Poland) Mini Kits. 
The isolated bacterial DNA was used as a template in PCR with 
BAK11w (5’-AGTTTGATCMTGGCTCAG-3’) and BAK2 
(5’-GGACTACHAGGGTATCTAAT-3’) primer sets, which 
allow amplification of bacterial 16S rRNA gene fragments 
corresponding to Escherichia coli 16S rRNA gene positions 
10 – 806. The isolated fungal DNA was used as a template 
in PCR with ITS1 (5’-TCCGTAGGTGAACCTGCGG-3’) 
and ITS4 (5’-TCCTCCGCTTATTGATATGC-3’) primer 
sets, which allow amplification of fungal genome fragment 
located between 18S and 28S rRNA genes, covering ITS1, 
5.8S rRNA, and ITS2 fragments. The amplified PCR products 
were purified, sequenced using DNA analyzer (model 3730; 
Applied Biosystems, Waltham, USA), and compared with 
the GenBank database (National Center for Biotechnology 
Information, US National Library of Medicine, USA) using 
the BLAST (Basic Local Alignment Search Tool) algorithm 
[33].

Control of microclimate parameters. The measurements 
were carried out in the ‘summer season’, defined as the 
period from May – September, when the average outdoor 
air temperature was above 10 °C for at least seven consecutive 
days. During the collection of microbial samples, the air 
temperature and relative humidity, as major microclimate 
parameters influencing the growth of studied microbiota, 
were measured using a hytherograph (model Omniport 
20, E+E Elektronik GmbH, Engerwitzdorf, Austria). All 
microclimate parameter measurements were performed in 
triplicate.

Statistical analysis. Due to the normal distribution of the 
vast majority of the collected data (analyzed by Shapiro-
Wilk test), the data were statistically elaborated by 
analysis of variance (ANOVA – comparison of percentage 
contributions of microbial groups to the total microbiota 
on surfaces and in the air), t-test (comparison of microbial 
concentrations on ATM internal and external surfaces), and 
Pearson’s correlation (between microbial concentrations 
and microclimate parameters) analysis using Statistica (data 
analysis software system) version 10 (StatSoft, Inc., Tulsa, 
OK, USA). Probability values were treated as statistically 
significant at P < 0.05.

RESULTS AND DISCUSSION

Microbiological contamination of ATM internal and 
external surfaces. Concentrations of the studied microbial 
groups in swab samples from internal and external surfaces 
of ATMs and in the air samples from ATM rooms are 
presented in Table 1. In the case of bacteria and fungi, their 
concentrations on external ATM surfaces (maxima reached 
599 CFU/cm2 and 522 CFU/cm2, respectively) were higher 
than those collected from internal surfaces (maxima – 383 
CFU/cm2 and 86 CFU/cm2, respectively); however, due to 
the range of observed values, statistical analysis confirmed 
the significance of such relationship for bacterial levels only 
(t-test: P < 0.05). External ATM surfaces are openly exposed, 
much more frequently touched and, if not housed, are freely 
open to microbial contaminants brought by customers on 
their hands, emitted with exhaled air, or originated from the 
surrounding environment.

In turn, in the case of SARS-CoV-2 (and/or presumptive 
SARS-CoV-2 or other coronaviruses), as well as adenoviruses, 
their concentrations on the external ATM surfaces were lower 
than those noted on internal surfaces. The higher persistence 
of viruses in the confined space of the ATMs is likely due 
to the fact that shielded surfaces are not exposed to direct 
UV-C light and disinfectants that can, if not destroy, then 
at least effectively deactivate these viruses. Recent studies 
devoted to checking the ability of SARS-CoV-2 survival 
on inanimate surfaces, such as plastic, stainless steel and 
glass, revealed that UV-C irradiation is highly effective in 
inactivating SARS-CoV-2 replication, and thus can provide 
rapid, efficient, and sustainable sanitization of these surfaces 
[34, 35, 36, 37].

Interpretation of the results of microbial concentration 
measurements obtained by the surface swab method is 
difficult due to the lack of widely recognized and accepted 
threshold limit values (TLVs) for this type of method and 
pollutants. Nevertheless, in the scientific literature, there 
are proposals defining the hygienic conditions of surfaces 
contaminated with fungal conidia in public utility premises 
(Tab. 2) [38]. Taking into account the above-mentioned 
degrees of mycological cleanliness, it can be concluded 
that all examined external and internal ATM surfaces were 
extremely contaminated.

Microbiological contamination of the air in premises 
housing ATMs. Simultaneously with the assessment of 
microbial surface contamination, bioaerosol measurements 
in the premises, in which the ATMs were located, were 
also carried out. In this case, due to COVID-19 pandemic 
restrictions on access to these rooms, the measurements were 

Table 1. Bacterial, fungal, and viral concentrations on ATM internal and external surfaces, as well as in the air of premises with ATMs

Microorganisms
ATM - internal surfaces ATM - external surfaces Premises with ATMs - air

Mean SD Mean SD Mean SD

Bacteria 134 CFU/cm2 123 203 CFU/cm2 222 276 CFU/cm3 111

Fungi 37 CFU/cm2 24 142 CFU/cm2 201 24 CFU/cm3 16

Viruses

SARS-CoV-2 (and/or presumptive SARS-CoV-2 
or other coronaviruses)

Total count 13.3 gc/cm2 13.7 1.2 gc/cm2 0.4 NS –

Potentially infectious 6.8 gc/cm2 7.9 BDL – NS –

Adenoviruses
Total count 11.3 gc/cm2 40.6 3.5 gc/cm2 5.7 NS –

Potentially infectious 2.3 gc/cm2 7.2 0.4 gc/cm2 1.2 NS –

CFU - colony forming unit; gc - genome copy; SD - standard deviation; NS-  not studied; BDL - below detection limit.
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limited to bacterial and fungal airborne contaminants only. 
As in the case of surfaces, the interpretation of the results of 
bioaerosol measurements in the indoor environment is limited 
by the lack of generally recognized TLVs. Determination 
of the degree of microbial air pollution expressed by the 
number of colony forming units (CFU) in 1 m3 of the air is, 
so far, the best known and the most frequently used measure 
of exposure to harmful biological agents. In the hygienic 
assessment of the studied premises, the threshold limit values 
elaborated based on volumetric bioaerosol measurements 
and proposed by the Expert Group on Biological Agents 
(EGoBiA) at the Polish Interdepartmental Commission for 
Maximum Admissible Concentrations and Intensities for 
Agents Harmful to Health in the Working Environment, were 
applied (Tab. 3) [39]. Based on the TLVs ​​proposed by EGoBiA, 
it can be concluded that the bioaerosol concentrations in 
rooms with ATMs were lower than the permissible values. 
Taking into account the behaviour of microbial particles in 
turbulent air characterized by their half-life times (that for 
the dominant species ranged from several dozen minutes 
to several hours – see below) [40], such picture may suggest 
that the air pollution and subsequent particulate deposition 
are not the major driving forces responsible for microbial 
contamination of ATMs. It is probable that most of the 
microorganisms settled on ATM surfaces may be provided by 
the people who collect or deposit cash, or use other services 
offered by ATMs. Also, microbiologically-contaminated 
banknotes withdrawn from ATMs may be responsible for 
the observed surface pollution.

The use of a six-stage Andersen impactor allowed obtaining 
data on particle size distribution of microbial aerosols in 
premises housing the ATMs (Fig. 1). Taking into account the 
aerodynamic diameters (dae) of dominant species (i.e. having 
the highest percentage contributions to the total microbiota – 
see below), i.e. from bacteria – staphylococci and micrococci 
with dae from ~0.75 µm to ~1 µm and from fungi – Penicillium 
and Aspergillus species with dae from ~2.3 µm to ~3 µm and 
from ~2.1  µm to ~3.6  µm, respectively [41, 42, 43], such 
analysis revealed that bacteria appeared in the air mainly in 
the form of fine and coarse particulates composed of cells/
spores and/or their aggregates with dust particles, while fungi 
mainly as single conidia in the aerodynamic size range of 2.1–

3.3 µm. If inhaled, bioaerosol composed of such particulates 
may reach and be deposited in case of bacteria within nasal 
and oral cavities, trachea, primary and secondary bronchi, 
in case of fungi within secondary bronchi. As interactions 
between airborne particulates and respiratory system cells 
largely depends on the place of aerosol deposition, both 
these groups of microorganisms may be responsible for the 
occurrence of adverse health effects in exposed individuals 
in the form of mucous membrane irritations, asthmatic 
reactions, and allergic inflammations.

The comparison of microbial particle concentrations 
and size distributions from premises housing the ATMs 
with those obtained in money sorting facilities, revealed a 
better air quality in ATM premises (on average, one order 
of magnitude lower concentrations than e.g. in banknote 
sorting rooms) [16]. The size distributions of fungal particles 
in both these environments were almost identical in terms of 
courses of the distribution step plots, whereas for bacterial 
aerosol, the influence of external pollution sources was much 
more pronounced in the case of premises housing the ATMs, 
where higher concentrations of coarse particulate aggregates 
were noted.

Percentage contribution and qualitative analysis of 
surface and airborne microbiota. The results of percentage 
contributions of microbial groups to the total microbiota 
collected from ATM surfaces and from the air of premises 
housing the ATMs, together with their qualitative 
characteristics, are presented in Table 4 and Figure 2. In the 
ATM surface samples, 30 bacterial species belonging to 12 
genera and 32 fungal species belonging to 13 genera were 
identified. Microorganisms from both these groups had 
already been found on the surfaces of different currencies 
[e.g. 44, 45, 46, 47], and also identified by other researchers 
on ATM surfaces [e.g. 3, 4, 5, 6, 7, 8, 9, 10, 11]. Analysis of 
percentage contribution showed that the dominant groups of 
microorganisms, both on the examined surfaces and in the 
air, were Gram-positive cocci and filamentous fungi. Despite 
a fairly uniform trend in this respect (ANOVA: P > 0.05), the 
individual elements of the studied environment differed from 
each other. Fungal conidia and (almost in the same proportion 
to each other) Gram-positive cocci and Gram-negative rods 
predominated on the internal surfaces of ATMs. There may 
be several reasons for the dominance of these microbial 
groups. Among them there are microorganisms commonly 
found in the soil as well as on plants and animals. Since 

Table 2. Fungal hygiene guide for indoor surfaces [38]

Concentration of fungal conidia on surface (CFU/cm2) Hygiene rating

<0.5 Low

0.5 – 1 Normal

>1 – 2.5 + prevailing species Elevated

>2.5 – 12.5 + dominant species Contaminated

>12.5 + dominant species + confluent growth Extreme contamination

Table 3. Recommended threshold limit values for microbial agents in 
residential and public utility premises [39]

Microbial agent Residential and public utility premises

Mesophilic bacteria 5 × 103 CFU/m3

Gram-negative bacteria 2 × 102 CFU/m3

Thermophilic actinomycetes 2 × 102 CFU/m3

Fungi 5 × 103 CFU/m3

Figure 1. Size distribution of bacterial (grey line) and fungal (black line) aerosols 
in the premises with ATMs
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Table 4. Microbiota isolated from ATM internal and external surfaces, as well as from the air of premises with ATMs

Microorganisms
ATM surface

Premises 
with ATMs

Internal External Air

Bacteria

Gram-positive 
cocci

Jeotgalicoccus spp. ^ × ×

Micrococcus luteus × × ×

Micrococcus spp. # ×

Staphylococcus 
chromogenes

×

Staphylococcus cohnii 
subsp. cohnii

×

Staphylococcus 
epidermidis # × ×

Staphylococcus hominis × ×

Staphylococcus 
saprophyticus

× ×

Staphylococcus sciuri # × ×

Staphylococcus simulans × ×

Staphylococcus succinus × ×

Staphylococcus vitulinus × ×

Staphylococcus xylosus ×

Streptococcus spp. ×

Nonsporing 
Gram-positive 
rods

Brevibacterium spp. # ×

Carnobacterium 
maltaromaticum ^

× × ×

Cellulomonas spp. # ×

Corynebacterium spp. ×

Exiguobacterium spp. # ^ × ×

Glutamicibacter 
arilaitensis ^

× ×

Microbacterium spp. ×

Paenarthrobacter 
aurescens ^

× ×

Endospore-
forming 
Gram-positive 
rods

Bacillus 
amyloliquefaciens # ^

× ×

Bacillus cereus # × ×

Bacillus licheniformis # × × ×

Bacillus megaterium × ×

Bacillus mycoides × ×

Bacillus pumilus # × ×

Bacillus subtilis # ×

Gram-
negative rods

Acinetobacter lwoffii × ×

Pantoea  
agglomerans * ^

× ×

Pseudomonas cedrina ×

Pseudomonas corrugata ×

Pseudomonas grimontii × ×

Pseudomonas koreensis × ×

Pseudomonas lundensis ×

Pseudomonas tolaasii ×

Psychrobacter  
sanguinis ^

×

Psychrobacter spp. × ×

Sphingomonas 
paucimobilis

×

Mesophilic 
actinomycetes

Nocardia spp. # ×

Microorganisms
ATM surface

Premises 
with ATMs

Internal External Air

Fungi

Filamentous 
fungi

Alternaria spp. # × ×

Aspergillus flavus # * ^ × ×

Aspergillus 
montevidensis * ^

× ×

Aspergillus nidulans # * ^ ×

Aspergillus niger # * ^ × ×

Cephalosporium 
charticola # ×

Cladosporium 
cladosporioides # × ×

Heterocephalum 
auranticum

×

Mucor spp. # × ×

Oidiodendron citrinum × × ×

Penicillium 
aurantiogriseum # × ×

Penicillium 
brevicompactum # × × ×

Penicillium chrysogenum 
# × ×

Penicillium citrinum # × ×

Penicillium commune # × × ×

Prophytroma spp. ^ ×

Scopulariopsis 
brevicaulis # × ×

Yeasts

Candida ciferrii × ×

Candida glabrata * ^ × ×

Candida guilliermondii × ×

Candida kefyr × ×

Candida spherica × ×

Candida zeylanoides × ×

Cryptococcus albidus × ×

Cryptococcus humicola × ×

Cryptococcus laurentii ×

Cryptococcus lutei × ×

Cryptococcus terreus × ×

Cryptococcus 
uniguttulatus ^

× ×

Geotrichum klebahnii ^ × ×

Rhodotorula glutinis ×

Rhodotorula minuta ×

Rhodotorula 
mucilaginosa

× ×

Saccharomyces 
cerevisiae

× ×

Trichosporon asahii ^ × ×

Viruses
SARS-CoV-2 * ^ × × NS

Adenoviruses ^ × × NS

* pathogens from risk groups 2 and 3 according to Commission Directives (UE) 2019/1833 [56] and 2020/739 [57], as well as Ordinance of Polish Minister of Health [58].
# cellulolytic microorganisms isolated from paper materials [59, 60, 61, 62, 63, 64, 65]. 
^ microorganisms identified using molecular methods. 
NS - not studied.
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they are also quite common in indoor air [e.g. 48, 49], the 
process of their sedimentation removal from the air may have 
played a key role in contamination of the examined surfaces. 
Among isolated filamentous fungi and cocci, a number of 
microorganisms have cellulolytic properties (Tab.  4), and 
the potential contamination of banknotes could also be the 
reason for their domination on their internal ATM surfaces. 
It should also be emphasized that Gram-negative bacteria 
are a source of immunologically active endotoxins, which 
pose a serious threat to health. Their pathogenic effects are 
manifested mainly in the form of fever with chills and/

or inflammatory reactions of the respiratory system. Such 
adverse health effects can already be caused by even picogram 
amounts of these highly reactive particles [50].

On the external ATM surfaces, yeasts join the three 
above-mentioned dominant groups of microorganisms, 
constituting nearly 12% of the identified microbiota. While 
the presence of filamentous fungi, Gram-positive cocci and 
Gram-negative rods on these surfaces may be explained by 
their sedimentation (as carried by the ambient air or exhaled 
by people using ATMs) on exposed ATM elements, such a 
significant share of yeasts is probably the result of their direct 
transfer to keyboards and screens from the hands by people 
touching these elements while withdrawing cash. Although 
this was not formally tested, the way of yeasts being spread 
by hands is very likely, as in the case of, for example, mobile 
phones, computer touch screens or other mobile devices [51, 
52]. Most of the yeasts are harmless human or environmental 
saprophytes, but in the case of impaired human immune 
mechanisms, they can become the cause of serious infections 
as opportunistic pathogens [53].

In the case of the remaining identified groups of 
microorganisms, i.e. Gram-positive endospore forming 
bacilli and nonsporing Gram-positive rods, their percentages 
on the internal and external surfaces of ATMs were similar 
to each other. Bacteria of the Bacillus genus most often 
inhabit soil and plants and, as environmental strains, they 
usually do not pose a threat to human health. They may 
probably be deposited on tested surfaces due to sedimentation 
from the atmospheric air or were directly transferred by 
people using ATMs (e.g. on their hands, hair or clothes). 
It should also be noted that these bacteria are able to form 
endospores, which enable them to survive in unfavourable 
environmental conditions for a long period of time. Their 
spores show greater resistance to disinfectants or detergents 
than the other bacterial groups. In turn, non-sporing Gram-
positive rods in the human body most often colonize the skin, 
respiratory, gastrointestinal and urinary tracts, hence their 
presence on the surfaces of different objects is quite common. 
Nevertheless, their main habitat is the external environment 
(soil, plants), from which they can be transferred by humans 
to the surfaces they touch while withdrawing cash from 
ATMs.

The most prevalent in the air of premises housing 
ATMs were Gram-positive cocci and filamentous fungi, 
which together accounted for almost 85% of all identified 
microorganisms. Gram-positive cocci are described in the 
scientific literature as common both in outdoor (soil, water) 
and indoor environments, where their main source are people 
through emission from the respiratory tract and skin [54, 
55]. The presence of both these reservoirs was the most likely 
cause of their significant quantitative advantage over other 
components of the air microbiota.

In turn, filamentous fungi, mainly of the Aspergillus and 
Penicillium genera, are the most common indoors, both in the 
air and on surfaces; however, as in the case of Gram-positive 
cocci, the outdoor environment with soil and vegetation is 
the abundant source from which their conidia can migrate 
to the premises on the body and clothes of people, and 
through any leaks in the building envelope [66]. In the indoor 
environment, fungal conidia can live for a long time on 
fomites, elements of heating and ventilation/air-conditioning 
systems, different building materials, maintaining their 
survival ability to survive even for several dozen years [67]. 
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The scientific literature reveals that filamentous fungi, mainly 
from Aspergillus, Cladosporium, Penicillium, Alternaria or 
Mucor genera may pose a serious threat to human health, 
being the most common cause of allergy [68]. The occurrence 
and development of these fungi is also associated with the 
abundant release of allergens, mycotoxins, volatile organic 
compounds, and glucans into the environment. Fungal 
allergens are the main cause of atopic diseases. Contact 
with filamentous fungi and their bioproducts can cause 
allergic reactions, such as asthma, conjunctivitis, hay fever 
or allergic alveolitis. When mycotoxins enter the human 
body through the alimentary system, they can show toxic, 
carcinogenic, teratogenic, mutagenic, immunosuppressive, 
and immunotoxic effects; however, despite numerous studies, 
there is still insufficient information on the causal role of 
mycotoxins in respiratory diseases. In turn, volatile organic 
compounds produced by filamentous fungi may irritate the 
eyes, throat and nose, and may cause headaches, fatigue or 
nausea, and exacerbate the asthma symptoms. Glucans can 
also be responsible for eye and throat irritation, coughing, 
itchy skin, and various types of alveolitis [50, 55].

It is also worth noting that, unlike the external and internal 
ATM surfaces, the presence of mesophilic actinomycetes was 
found in the air of the studied premises. Their main reservoir 
is the outdoor environment as these bacteria can survive on 
plants, animals, rocks, and other uncovered surfaces. They are 
resistant to desiccation, and due to the fine (submicrometric) 
dimensions of their immunologically reactive spores, they 
can be airborne for a long period of time (i.e. more than 24 
h in even gently turbulent air) and, if inhaled, responsible 
for allergic reactions [40]. On the other hand, no yeasts were 
identified in the indoor air. This fact can be explained bythe 
coarse aerodynamic diameters of these fungal particulates; 
as their aerodynamic sizes exceed a few micrometers, their 
airborne half-lives decrease to several minutes, and it is 
highly probable that such large particles were not effectively 
captured by the impactor during the air sampling.

Viral contamination of internal and external surfaces of 
ATMs. The study of bacterial and fungal biota in surface 
swab samples was supplemented by the confirmation of the 
presence of viruses from Coronaviridae and Adenoviridae 
families representing RNA- and DNA-genome human 
pathogens, respectively (Tab. 1). Coronaviruses are enveloped 
viruses that contain a positive-sense, single-stranded RNA 
(+ssRNA) genome, whose virions are characterized by 
pleomorphism. Their diameter is usually around 125 nm, 
although it may vary from 60–220 nm. Their stability and 
preservation of the infectious properties of viruses in the 
environment are conditioned by many factors. Whereas in 
the indoor environment, both UV radiation and surface 
pH have limited effects on viral particles, the temperature 
and relative humidity may play a significant role in their 
stability, although the simultaneous influence of these factors 
is difficult to quantify. The hitherto obtained results show 
that on surfaces, infectious particles of Betacoronavirus genus 
(i.e. SARS-CoV-1, MERS-CoV) remain stable for up to 72 
hours, while SARS-CoV-2 viral particulates maintain their 
stability usually from four to 72 hours – although on smooth 
surfaces at 20 °C and 50% relative air humidity, this time can 
be extended up to 28 days [69].

Depending on the age, health condition and genetic 
predisposition of infected people, coronaviruses may be 

responsible for both mild symptoms and serious, multi-organ 
adverse health effects, often leading to the death of patients. 
Virus SARS-CoV-2 is the cause of the COVID-19 disease. 
The virus is transmitted from person-to-person through 
fine droplets with respiratory secretions during coughing, 
sneezing and/or talking, accounting for more than 97% of 
the total number of droplets per cough, droplets smaller than 
one micron are the most numerous of all [70]. The emitted 
droplets are quite heavy. The mass of the cough aerosol of the 
‘average’ adult person amounts to 2.2 mg and the total mass of 
droplets released during 20 coughs may reach 154.5 mg and, 
as such, can be quickly deposited on surrounding surfaces 
[70, 71]. Therefore, infection can also occur indirectly, by 
touching contaminated objects or surfaces, and subsequently 
touching the eyes, nose or mouth with a contaminated hand 
[69, 72].

In the case of SARS-CoV-2 (and/or presumptive SARS-
CoV-2 or other coronaviruses), in a total of 28 tested samples, 
7% of them taken from internal and 4% collected from 
external ATM surfaces were found to be coronavirus positive, 
with maximum concentrations of 2512 gc/cm2 and 116 gc/
cm2, respectively. The applied analytical methodology made it 
possible to identify not only the total number of viral particles, 
but distinguish among them particles that retained their 
infectious potential. Regarding the samples taken from the 
surfaces of internal ATMs, potentially infectious SARS-CoV-2 
particles were present in 4%, with a maximum concentrations 
of 1,360 gc/cm2. In the samples from the surfaces of external 
ATMs, no such potentially infectious particles were found 
– all concentrations were below detection limit, which may 
probably be the result of periodic disinfection treatments of 
the studied surfaces or the influence of environmental factors, 
e.g. exposure to UV radiation, changing temperature and 
humidity conditions, etc.

In turn, adenoviruses are non-enveloped viruses. Their 
genome consists of linear double-stranded DNA and the 
virions are 70–90  nm in diameter. Adenoviruses cause 
respiratory infections, conjunctivitis, haemorrhagic cystitis, 
and gastroenteritis. These viruses spread as airborne droplets, 
by direct contact or through the faecal-oral route, allowing 
for throat infections. They infect the muco-epithelial cells 
of the respiratory and alimentary systems, conjunctiva 
and cornea, causing direct cell damage. In adults, they 
are responsible for approximately 15% of food infections 
requiring hospitalization [30]. Their virions are resistant to 
desiccation, detergents, gastrointestinal secretions (acids, 
proteases, bile), and even low concentrations of chlorine. 
On surfaces, infectious AdV particulates remain stable from 
seven days to three months [73]. People in crowded and 
frequented places (premises housing the ATMs should be 
treated as one of them) are particularly vulnerable to this 
type of viral infection.

In the case of adenoviruses, in a total of 28 tested samples, 
the presence of viruses from this group was found in 11% 
of samples taken from internal and in 14% of samples taken 
from external ATM surfaces, with maximum concentrations 
of 17,288 gc/cm2 and 1,536 gc/cm2, respectively. Potentially 
infectious adenovirus particles were present in all 11% of 
samples (maximum concentrations – 2,992 gc/cm2) collected 
from the internal surfaces of ATMs. In the case of particles 
collected from external ATM surfaces, only 4% contained 
infectious AdV particulates (maximum concentration – 378 
gc/cm2).
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Pathogens and biodeteriogens found on ATM surfaces 
as occupational and public health hazards. Among the 
isolated microbiota, eight pathogens were found, including 
seven from Group 2 (Pantoea agglomerans bacterium; 
filamentous fungi of Aspergillus genus, including: A. flavus, 
A. niger, A. montevidensis, and A. nidulans; Candida glabrata 
yeast; viruses from the adenovirus group) and one from 
Group 3 (SARS-CoV-2 virus), according to their level of 
risk of infection as classified under Commission Directives 
2019/1833 [56] and 2020/739 [57], as well as the Ordinance 
of Polish Minister of Health [58]. The P. agglomerans Gram-
negative rod has strong allergenic and endotoxic properties 
and is one of the main causes of various forms of allergic 
alveolitis [74]. A. flavus is one of the most common causes 
of allergic bronchial aspergillosis, infection of the ear and 
eye, sinusitis, and less often of skin aspergillosis. This fungus 
has gained a bad reputation due to its ability to produce the 
aflatoxin B1 – the most carcinogenic substance of biological 
origin. A. fumigatus is an infective microorganism causing 
systemic mycoses in humans, responsible for pulmonary, 
ocular, nasal, cerebral, bone, cardiovascular, skin, and organ 
infections, especially in immunocompromised patients. 
A.  fumigatus has been reported as a cause of asthma, 
rhinitis, extrinsic allergic alveolitis (usually farmer’s lung), 
allergic bronchopulmonary aspergillosis and aspergilloma. 
A. nidulans is a common opportunistic pathogen of humans 
and animals. Having pathogenic and allergenic potentials, it 
has been reported as the cause of aspergilloma in the lungs, or 
disseminated infection in immunodeficient patients. Finally, 
A. niger can infect the human ear and skin and be the cause of 
airway allergy. It is an opportunistic pathogen responsible for 
aspergillosis in immunocompromised patients, and infection 
of the central nervous system. In turn, C. glabrata yeast is 
an etiological factor of inflammations of the oral cavity, 
respiratory tract, and urogenital system, as well as multifocal 
candidiasis [30, 32, 53]. The health hazards caused by corona- 
and adenovirus have already been briefly characterized above.

Of the identified microbiota, 25 microorganisms 
represented the species with cellulolytic properties and had 
previously been identified on paper materials [59, 60, 61, 62, 
63, 64, 65]. Their presence on the tested surfaces and in the 
air of the examined premises may be related to contaminated 
banknotes. Microbes with cellulolytic properties are able to 
hydrolyze cellulose and use the products of its decomposition 
as a source of carbon and energy. In Poland, banknotes 
are usually in use from one to even 12 years, depending 
on their denomination. During this time, they are passed 
from hand-to-hand and from wallet-to-wallet almost 
continuously. Banks, being aware of this, try to limit their 
microbial contamination. In the National Bank of Poland, 
paper money is subjected to high temperature (160 °C) and 
subsequently kept in isolation for a period of one to two 
weeks. Banks from other countries (e.g. China) also act 
in this way. Many companies also use special machines to 
disinfect banknotes and coins on a smaller scale. Such devices 
usually use a triple disinfection system. First, the money is 
irradiated with UV-C light, then it is ozonized, and finally 
subjected to hot air, which is distributed due to a special 
circulation mechanism based on infrared lamps. Such a 
disinfection system is completely safe for people, does not 
damage banknotes, and prevents the spread of pathogens 
responsible for infectious diseases.

Influence of microclimate parameters on ATM surface 
and airborne microbiota. The mean values (and ranges) 
of air temperature and relative humidity in premises with 
ATMs were as follows: 24.3 °C (22.8–25.3) and 55% (40–70). 
There was no statistically significant influence of either of 
these parameters on the concentrations of tested microbial 
groups present in the air and on the ATM surfaces (Pearson 
correlation: P > 0.05).

Limitations of the study. The major limitations seem to be the 
location and the number of evaluated ATMs and, by that, the 
representativeness of the results related to the limited number 
of analyzed samples. All examined ATMs were located in 
urban areas in a Central European country with a temperate 
climate, which in some way determined the qualitative 
composition of the microbiota. The impact of confounding 
factors, such as rural or urban locations, on ATMs pollution 
cannot be excluded, but it is difficult to unambiguously 
estimate their significance. Therefore, all these limitations 
should be borne in mind as they may, to some extent, bias 
the described exposure. Moreover, the swab samples from 
the internal parts of ATMs required a synchronization of 
activities with the cash handling company. Cash turnover 
is a sensitive sphere and in practice no ‘outsider’ has access 
to ATM locations, which are interesting from the research 
point of view and, at the same time, are in direct contact 
with banknotes. Their loading requires the observance of 
special safety procedures and is limited in time, which is 
associated with a significant limitation of access to this type 
of ATM ‘sensitive places’. Nevertheless, the results obtained 
during this study from the number of tested samples seem 
to be representative both for this type of site and for its 
microbiological hazards; however, this was not formally 
tested.

Another significant limitation was the inability to collect air 
samples for the quantitative and qualitative determination of 
viruses. These studies were conducted during the COVID-19 
pandemic. Modern ATMs represent a critical service offering 
for both on-the-go customers who rely on quick access to 
cash and the financial institutions that manage them. A 
major component in keeping bank customers satisfied is 
having ATMs stocked and secure to meet customer demand. 
Optimized ATM management is vital to the overall cash 
supply chain of a bank. As a result, the bank’s authorities 
agreed only to carry out research that would not require much 
time. Hence, it was only possible to take air samples (short 
term impactor sampling) for bacteria and fungi. Collecting 
air samples for virus analysis from both studied groups would 
require the use of a specific methodology (e.g. air sampling air 
on filters [23] or into liquids [75]), which would significantly 
extend the sampling time, and this, as understood by the 
bank’s authorities, in the limited space of the interior in 
which ATM was located, would make it difficult for potential 
customers to use this type of service.

In the case of bacteria and fungi in this study, only their 
viable concentrations were taken into account for exposure 
assessment. From the point of view of adverse health effects, 
the presence of infectious particulates in the air and on 
surfaces is critical; however, the harmful influence of non-
viable microorganisms and their immunologically reactive 
fragments can also affect the health status of people using 
ATMs. The lack of such information may also underestimate 
the real exposure.
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The use of biochemical API (Analytical Profile Index) 
tests in the qualitative analysis of bacteria and yeasts also 
represented a significant cognitive limitation. For a long 
time, taxonomical identification of these microorganisms 
was based on their morphological and biochemical 
characteristics. Since the end of 1990s, this has tended 
to be replaced by molecular approaches which offer 
more exhaustive and sensitive tools. The API system has 
numerous clear drawbacks, one of which is that this method 
of testing can only identify known bacteria that are in the 
API databases. The results can be inconclusive (there is an 
approximately 5–10% misidentification rate while using API 
kits), and often cannot identify specific microbial strains. 
Nevertheless, the API system does have a few advantages. It 
does not involve a complex methodology, is standardized, 
rapid, safe and easy to perform, and is relatively inexpensive 
and widely used, and which still allows easy comparisons 
between the results of different studies. As such, it can be 
still used as an efficient tool for environmental microbial 
community screening [76]. In the present study, the API tests 
were used for that particular purpose, to screen the microbial 
community on ATMs, including infectious agents. To be 
infectious, microorganism must be viable. In this context, the 
application of both biochemical and molecular techniques to 
select and subsequently confirm the taxonomical origin of 
specific species seemed to be a reasonable scientific-economic 
compromise.

CONCLUSIONS

Automated Teller Machines may be the source of harmful 
microbiological agents. As shown in this study, as the air of the 
premises housing the ATMs was relatively clean (the average 
microbial concentrations were below the propose threshold 
limit values for bacterial and fungal airborne pollutants), 
the internal (i.e. safe boxes and cash dispenser tracks having 
direct contact with banknotes) and external (the most 
frequently touched parts, i.e. touch screens and keypads) 
surfaces of ATMs were heavily contaminated reaching 599 
CFU/cm2, 522 CFU/cm2, 17288 gc/cm2 and 2512 gc/cm2 for 
bacterial, fungal, adenoviral and coronaviral contaminants, 
respectively. Among the pathogens isolated from the studied 
surfaces, representatives of all these microbial groups were 
detected, and all of them can be responsible for a broad 
spectrum of serious adverse health outcomes. The presence 
of potentially infectious corona- and adenoviral particulates 
on both the internal and external surfaces of ATMs is of 
particular concern. The application of PMA dye pretreatment 
and subsequent use of viability quantitative PCR/viability 
Reverse-Transcription quantitative PCR (v-qPCR/v-RT-
qPCR) allow to detect among the viral pathogens isolated from 
the studied ATM surfaces the potentially infectious SARS-
CoV-2 and adenoviral particulates. This clearly indicates that 
microbiologically contaminated ATMs may pose a serious 
health threat to the users thus exposed. Hence, highly efficient 
hygienic measures should be introduced to prevent unwanted 
pollution of both the distributed means of payment and ATM 
surfaces, and to avoid subsequent dissemination of microbial 
contaminants. In view of the currently observed health effects 
caused by the global COVID-19 pandemic, the introduction 
and compliance with the proper hygienic condition of ATMs 
is of particular social importance.
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